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WHAT ARE DIGITAL ETHICS?
•

When we speak of Digital Ethics,
what do we actually mean?

•

Digital Ethics is an extension of general media ethics.

•

One of the tasks of Digital Ethics is to diagnose the effects of
digitalization on society and individuals and to develop consistent
justifications for moral action and normative standards.

•

It attempts to examine behavior as well as actions in digital life ("onlife") in terms of its accountability and reflects on the conditions for a
good, successful life.
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WHAT IS DIGITAL ETHICS?
Reflectivity,
responsibilty and
cohesion

„Who will be
responsible and
why and to what
extent ?“

Networking, data abuse,
insecurity, social media,
privacy, security

This are the kind of
questions Digitial Ethics
deals with.
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HUMAN ACTION –
FREEDOM AND RESPONSIBILITY
•

Human action is the basis of communication and
communication is always the result of human intentions,
motives and decisions, which are made voluntarily and rationally.

•

Action is not instinct-driven, determined or programmed, but takes
place in relative freedom to decide between alternative courses of
action.

•

However, to the extent that communicative action presupposes human
freedom, this freedom also establishes responsibility.

•

How I behave in the digital world, what attitude I have and how I deal
with conflicts is an expression of my thinking, my personality and my
ability to reflect.
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DIGITAL ETHICS –KEY QUESTION
How is a successful life possible under the conditions of
digitalization?
•

The power of Digital Ethics (Capurro 2010) lies in the fact
that it can provide theoretical contexts for evaluating social
and cultural (ethical) phenomena beyond the scope of
empirical analyses.

•

Nevertheless, it needs empirical findings of
communication and media studies to be able to reflect
statements about "reality". (Rath 2010, 143 f )
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DECISIONS - CRITERIA
•

For our decisions we need criteria
and evaluations; it is also true for
communication that we do not act
solely based on purposive rational
calculations and heuristics
(efficiency and effectiveness), but
consider moral norms, i.e.,
considerations of what is good or
bad, right or wrong in a given
situation.
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THE EVOLUTION TO A DIGITAL SOCIETY
•

The rapid transformation of our lifestyles today
is primarily related to the rapid changes in the
scientific and technological world and their frequent innovations. In
particular, the digital media revolution has created both positive and
negative expectations.

•

The development toward a digital society that is always-on, i.e., increasingly
interacts digitally, has expanded users' scope of action: No longer just
receiving media and communication content, but being able to present
oneself in the media and produce content means more communicative
freedom, but also more responsibility.
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TRANSFORMATION
Overload,
insecurity,
self-image

•
•
•

global information network
new opportunities for
experience and
development
variable self-image

Conflict of
values

Expanded
space for
conflicts
Privacy, big data,
security, freedom,
responsibility

• online vs. offline
• threshold in the virtual
world unequally lower than
in the real world

• humiliating persons or
certain groups
• violate dignity
• incite hatred
• cyberbullying, grooming,
cybercrime, etc.
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MANY QUESTIONS OCCUR
• What does it mean that digital communication becomes an integral
part of our lives?
• How much of enlightenment can be traced in the digital age?

• How can we try to capture and reflect this process?
• What does it mean to act ethically in the digital context?
• What is the right way to act in the age of digitalization and what are the
challenges ahead?
• What are the benefits and risks?
• What influence do these changes have on society?
• In what ways can philosophical approaches empower people to gain the critical
skills and knowledge that help them make good judgements and free and
responsible decisions in life?
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DIGITAL TRANSFORMATION LEADS TO CHANGES
IN THE SOCIAL SPHERE







Values and norms
Extension of the possibilities of the human being
Relationship of dependency between humans and machine
Always-On
Internet of things
Artificial intelligence (AI)
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OPTIMISTIC APPROACHES TO DIGITAL MEDIA
•

•
•

•
•
•
•
•

More democracy through participation
Freedom - Innovations - Creativity
Anonymity - "undercover" journalismwhistleblower situation
Communication - across borders
Flexibility
Diversity - plurality
Collaboration
Helps people so that they are independent of their physical appearance, free from
discrimination based on gender, ethnicity, age, disability, skin color...can participate.

Online communities & fora as places of discourse & free speech.
(Rheingold, 1993)
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PESSIMISTIC APPROACHES: ARE WE LOSING OUR
ABILITY TO THINK?
•

“Is Google making us stupid?" (Carr, 2008)

•

"Digital Dementia" (Spitzer, 2012).

•

"Dangers of computer use in children" (Weizenbaum, 2005).

•

"Multitasking" as "bodily injury" (Schirrmacher, 2009).

•

"More and more of us despair of being able to manage their own attention spans. Actually,
it is all a quite simple question, namely: What is realy important? In order to reach an
answer to this question we need to reduce complexity. In our search for orientation media,
technologies act as filters, but in the end, it is about human judgment." (Bolz, 2010)
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STANDARD SITUATIONS OF TECHNOLOGICAL
CRITICISM?
•

"What the hell is it good for?"

•

"Who would want one of these?"

•

"It is only for privileged or obscure minorities."

•

"Recently, the web and social media have come under fire for emerging phenomena
such as hate speech, post-truth and fake news, criminal activities." (Passig, 2013)

•

"It is the sudden visibility of terror that is unsettling. We feel an underlying tremor, a
constant disturbance through interconnectedness, and we can hardly escape it."
(Pörksen, 2018)
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DIALECTIC OF OPTIMISM & PESSIMISM IN RELATION
TO TECHNOLOGICAL DEVELOPMENT
Web makes us:
• Safer and more insecure,
• more enlightened and dependent at
the same time
 More information / knowledge and more misinformation
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IS THERE A NEED FOR DIGITAL ENLIGHTENMENT?
"A new intellectual effort to describe the basic requirements for our ongoing attempts
at transforming humans and humanity into members of the “digital society“"
(Urchs/Cole 2013).
Thesis: "Digitalization and networking create new technical, social, cultural, and
scientific conditions. In order to appreciate these changes fully we first need to
categorize them before we can begin to fully describe and understand their new
qualities."
Thesis: "Life in such a fundamentally different world becomes more complex, but not
necessarily more complicated. In fact, it will be simpler and less stressful. "
Thesis: "We need a Digital Enlightenment: New and original intellectual categories that
will help us function as human in a fundamentally changed world. This is vital, if we are
to reflect critically and productively about ourselves and our role in a Digital Society. "
(Urchs/Cole 2013)
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KNOWLEDGE CONSTRUCTION IN A DIGITIZED AND
CONNECTED WORLD
Continuous knowledge construction as networked individuals:
• Man as a being the creature that creates knowledge and tools and
dependent on both. (Mittelstrass, 2000)
• Coupling of digital media with personal and social processes
"Homo retis", in the sense of people on the net, but also in the sense of a
human being of the net. (Lenk, 2010)
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THE ROLE OF SOCIAL MEDIA
Knowledge building in social media, such as Wikis, in principle enables
participation in various forms of digital media (such as learning
management systems, instant messaging, various forms of Web 2.0 tools)
successfully implementing in different learning contexts such as
universities. (Frey, 2013)
.

(©Gutounig 2015)
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DIGITAL ECOSYSTEM STUDY PROGRAM CONTENT
STRATEGY

collaboration

(©Gutounig 2016)
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ALGORITHMS & TRUTH FINDING ON THE WEB

Filter
Bubbles
 Problems of students to evaluate the information
Fake
News

correctly (Wineburg ea 2016, Safer Internet, 2017)

Fact
checking
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ARE HUMANS TRAPPED IN A WEB OF ALGORITHMS?
•

The Filter Bubble - Eli Pariser (1980):
- It reinforces the attitudes and opinions we already have
- We increasingly lose the challenge to work on ourselves.

•

Through the filtered information we move in a mental tunnel, because we do not
receive any new impulses.

•

Advertisements and suggestions of what we should buy next are built on what has
already been searched, bought and clicked on.

•

"A squirrel dying in front of your own house might be more interesting to you at this
moment than people dying in Africa." (Facebook founder, Zuckerberg 1984)
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IMMANUEL KANT
„What does it mean to be oriented in thinking?"
(Kant, 1786)
Immanuel Kant emphasized the importance of having the ability to use one's own
understanding even at a young age.
"Thus, it is very difficult for the individual to work his way out of immaturity...This
enlightenment requires nothing but freedom - and the most innocent that can be
called "freedom": the freedom to use one's reason in all public matters."
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ENLIGHTENMENT AND JUDGMENT
• As Immanuel Kant pointed out, the aptitude to apply facts to the world in an
innovative ways relies on judgment.

• That means not only memorize facts but to synthesize them from critically
perspectives to rethinking and to reshape. So, making judgments needs thinking for
oneself - judgment cannot be learned from textbooks.
• Thinking for oneself involves a process of growth of the .individual autonomy in
developing the capacity to reason
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HOW CAN PHILOSOPHY AND DIGITAL ETHICS IN
PARTICULAR HELP IN THIS ENDEAVOR?
"Without new thinking, we will be forced disoriented into a future for which we are
not prepared. Digitization and networking are creating a world that does not
overwhelm us, but which forces us to find new rules of the game and new patterns
of society with which we can respond to the challenges in a self-determined and
self-responsible way...Above all, we must learn to think the new in a new way."(Bolz,
2018)

A central goal of philosophy is to strengthen judgment.
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PHILOSOPHY AND JUDGMENT
• "Good judgment is not a body that can be taught directly, nor is it a set of rules."
(Berlin, 1996)
• Philosophy promotes complex thinking within the context of a philosophical
"Community of Inquiry." Already children and adolescents are enabled to apply
critical, creative and caring thinking, as well as to develop critical self-reflection,
and judgment.
• It is possible to think for oneself. (Plato, Meno).
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ENLIGHTENMENT & JUDGMENT
• Everyone has the capacity for self-examination and critical thinking:
"If you have Socratic culture, there should be no one who´s not able to participate
in that. But you have to have the right kind of schools, which don´t do rote
learning, which practice a lot of critical thinking and Socratic questioning."
(Nussbaum, 2014)
• Purpose of liberal education is to cultivate humanity in enabling children to
become "citizens of the world." (Arendt, 2006)
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HOW CAN EDUCATION BE RECONSTRUCTED?
"We need to reconstruct education in such a way that children learn to make more
considered judgments that will work towards, in Hannah Arendt's words, a creation
of a better common world."

Ann M. Sharp "Growing Up in a Global World," 2008
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MATTHEW LIPMAN
“The place to begin with is deliberation. How is deliberation
to be encouraged, and how can it be structured so that it
facilitates the acquisition of such components of judgment
as sound reasoning… In practice the course we should follow
is to set our sights on the improvement of knowledge to be
adjusted accordingly… We want people who do more than
merely think: It is equally important that they exercise good
judgment..."
Matthew Lipman (1991)
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CAPABILITY APPROACH
•

It is based on the “capability approach” elaborated by Amartya Sen and Martha
Nussbaum, on human rights and the view that lives of human beings should focus
on development. It is concerned with people´s capabilities and the claim that
freedom to achieve well-being is of moral importance, from an individual as well as
from a social point of view.

•

Can the capability approach help rethink the goals of education systems by
analyzing well-being and well-becoming from an individual and societal point of
view?

•

Can “Digital Ethics" be a suitable pedagogical approach to promote capable agents
and enhance critical, creative and caring thinking?
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REQUIREMENTS
• Educational Chance
•

There must be a shift in the digital world
from the accumulation of knowledge to
the importance to cultivate critical,
creative, social, especially democratic
skills
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CRITICAL THINKING
"Thinking is a method, a method of intelligent experience that goes its own way"
(Dewey 1916).
• Critical thinking as the basis for developing a system of evaluation and
orientation reflective thinking (Dewey).
• Critical thinking as "reasoned and reflective thinking directed toward decisions
about what to believe or how to act" (Ennis 1987).
• Critical thinking as skillful, responsible thinking that facilitates judgment
(Lipman 1980).
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CRITICAL THINKING
"Critical thinking" is the "most important competence" in dealing with the Internet.
(Gilster 1997)

 Central ability in the age of digital media and the information society.
 Pedagogical measures are necessary that provide young people with cognitive,
affective, social, and world-making skills (Sharp, 2010).
Ways of World-making (Goodman, 1978)
Knowledge and responsibility are more intertwined
than ever.
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DIGITAL ETHICS
•

Digital literacy is often reduced to mere digital competence, which is usually
understood as the ability to use digital tools. But this approach lacks both critical
thinking and judgment as a prerequisite for dealing with media, as well as an
awareness of responsibility and the ability to recognize opportunities and risks
related to the Internet.

•

The European Commission is committed to providing European citizens with tools
that enable them to better understand digital media.
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OUR PROJECT

DIGIETHICS - "Ethics, Care and Education - Professionalization of
Social Work in the Formation of Ethical Competencies in Digital
Usage Behaviour".
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FOR FURTHER READING
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IMPRINT
Power Point Presentation
"Digital Ethics - Critical Thinking & Media Literacy."
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